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Focus

Senior Security Engineer @baseVISION

From

Switzerland 

My Blog

github.com/lorisAmbrozzo

Contact
linkedin.com/in/lorisambrozzo/

x.com/LorisAmbrozzo

Hobbies

Sport (Running, Hiking)

Certifications

BSc in Business Information Technology
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Key takeaways:

Daily work @baseVISION

Introduction Azure Automation

Azure Automation Tips and Tricks

Example Use Cases

Closing

Agenda

• Tips and tricks in the area of 
security automation in 
Microsoft Azure
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• Senior Security Engineer

• baseVISION focus on Secure and Modern Endpoint Management

• Focus on Identity, Endpoint Security and Cloud Security Topics

Microsoft Entra Microsoft Defender XDR Microsoft Sentinel 
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• Talking about Automation in Azure Environments there are main solution (Azure Resources) 

• Azure Logic Apps

• Azure Automation Accounts

• Azure Function Apps

Azure Logic AppAzure Automation Account

• No-Code / Low-Code Platform

• Build code with a designer

• Many custom connectors available

• First party (Azure, Microsoft 365)

• Third Party (e.g. Zendesk, Virus Total)

• Execute code only in the cloud 

• “Normal Coding” 

• Build code by writing scripts (Powershell / Python)

• Access the PowerShell Gallery and import custom modules

• Execute code in the cloud and/or hybrid environment
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1. Build complex logic → Use Azure Automation accounts where possible to save runtime

Azure Logic App duration (6 Minutes) 

Azure Automation Account duration (1 minutes script duration) 
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2. Build complex logic → Use Azure Automation accounts where possible to save money

Azure Automation Account
• Costs per job run time (500 minutes free per month)
• CHF 0.002/minute

Azure Logic App (Consumption Plan) 
• Costs per action (basically every step) (4000 actions free)
• CHF  0.000033 / per call
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3. Use Azure Automation accounts when you need to automate tasks on-premises from the cloud
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4. I use Logic Apps when I need to implement...

• Simple and Non-Complex Tasks

• Logic needs to be triggered e.g. based on a Microsoft Sentinel incident, Web-Hook

• Integration with Frist and 3rd party applications
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• Azure Automation Account Use Cases
• Add every Entra User based on a criteria to a specific group

• Send an E-Mail with all Expired App Registration Secrets​ / Certificates

• Update Entra Conditional Access Named Location ​

• Stale Device Clean Up in Entra ID​

• Azure Logic Apps Use Cases
• Revoke Sign In Session from a User

• Disable / Enalbe User in Entra ID

• Isolate a specific device in Defender for Endpoint

• Create Custom Indicator in Defender for Endpoint

• Inform Security Team via Microsoft Teams / E-Mail



www.wpninjas.eu
#WPNinjaS

Thank You
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We love Feedback
https://wpninjas24.sched.com/

Okay Session! Not so okay Session!Great Session!
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