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Most common critical assessment 
findings (exploited in the wild)

Remediation is often possible 
with built-in options

Technical depth, legacy and 
simply overlooked
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Cloud-Only Admin Accounts
Legacy and Insecure 

Authentication Protocols Disabled
MFA Enforcement

App Consent Privileged Identity Management 
(PIM)

Microsoft Managed CA Policies 
Adopted
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Source: https://www.microsoft.com/en-us/security/blog/2023/12/05/microsoft-incident-response-lessons-on-preventing-cloud-identity-compromise/ 

“Microsoft Incident Response (IR) is often 
engaged in cases where organizations 
have lost control of their Microsoft Entra 
ID tenant due to a combination of 
misconfiguration, administrative 
oversight, exclusions to security policies, 
or insufficient protection for identities.”
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Key takeaways:

The why of this session

Why is resolving misconfiguration so important?

Insufficient Identity Hardening

How do we improve the security of our Identities?

Unsecured External User Access

How can we protect partner access in our tenant? 

Incomplete XDR Deployments 

How to we improve our XDR deployment? 

Wrap up

Recap of the session 

Agenda

• Learn about the most common 
security misconfigurations and 
how attackers can exploit them. 

• Discover practical mitigation 
steps to close these gaps and 
strengthen your security 
posture.
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Misconfi
guration

Real-world-
environment-
distribution

Exploitation Remediation

<> Based on our 
assessments and 
consulting 
engagements.

Sections

In Detail

Summary after each section

Check the updated 
handout on sched. We 
will included links with 
additional information! 
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Insufficient protection for identities
Misconfiguration Real-world-environment-distribution

Missing ID Protection 
Policies

8 out of 10 tenants have either the policies not 
active or enabled the policy in the legacy blade
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The legacy risk policies configured in Microsoft Entra 
ID Protection are retiring on October 1, 2026.
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Insufficient protection for identities
Misconfiguration Real-world-environment-distribution

Missing ID Protection 
Policies

8 out of 10 tenants have either the policies not 
active or enabled the policy in the legacy blade

Legacy MFA Trusted 
Location

6 out of 10 tenants have still legacy MFA 
trusted location active
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With the migration to the new authentication method, the legacy MFA 
trusted locations will automatically be disabled.  
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-
authentication-methods-manage 
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• Create a conditional access policy that 
excludes service accounts from multi-factor 
authentication (MFA) with a named location.
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Do you remember?

• Username and Password was correct but...
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Insufficient protection for identities
Misconfiguration Real-world-environment-distribution

Missing ID Protection 
Policies

8 out of 10 tenants have either the policies not 
active or enabled the policy in the legacy blade

Legacy MFA Trusted 
Location

6 out of 10 tenants have still legacy MFA 
trusted location active

Unsecured MFA 
Registration

8 out of 10 tenants don’t have secured the 
MFA registration process 
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Advisory: Persistent MFA Circumvention in an Advanced BEC Campaign on Microsoft 365 Targets

User (Victim)

Attacker

Fake Entra ID
Sign-In Page

Enter credentials and performs MFA

Entra ID

Steals Cookie with
MFA Claim

Registers own MFA 
Method and gain 
persistent access

https://www.mitiga.io/blog/persistent-mfa-circumvention-in-an-advanced-bec-campaign-on-microsoft-365-targets
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A well-designed MFA registration and sign-in process should be 
in place that supports all relevant use cases (new hires, 
external users, corporate users).
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Insufficient protection for identities
Misconfiguration Real-world-environment-distribution

Missing ID Protection 
Policies

8 out of 10 tenants have either the policies not 
active or enabled the policy in the legacy blade

Legacy MFA Trusted 
Location

6 out of 10 tenants have still legacy MFA 
trusted location active

Unsecured MFA 
Registration

8 out of 10 tenants don’t have secured the 
MFA registration process 

Weak MFA allowed 7 out of 10 tenants still have weak MFA 
options.



www.wpninjas.eu
#WPNinjaSReal-World Example

Used authentication methods within the last 90 days.
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Issue: The user has phone-based MFA enabled based on the authN methods policy.

System preferred MFA will 
nudge the user to select 
the most secure option, 
but this is not an 
enforcement.
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Example of limiting SMS authentication method to a limited group.
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Insufficient protection for identities
Misconfiguration Real-world-environment-distribution

Missing ID Protection 
Policies

8 out of 10 tenants have either the policies not 
active or enabled the policy in the legacy blade

Legacy MFA Trusted 
Location

6 out of 10 tenants have still legacy MFA trusted 
location active

Unsecured MFA 
Registration

8 out of 10 tenants don’t have secured the MFA 
registration process 

Weak MFA allowed 7 out of 10 tenants still have weak MFA options.

Strong MFA not enforced No figure(s) yet.
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“This account is secure because it uses FIDO2”
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Don’t Phish-let Me Down: FIDO Authentication Downgrade | Proofpoint US

https://www.proofpoint.com/us/blog/threat-insight/dont-phish-let-me-down-fido-authentication-downgrade
https://www.proofpoint.com/us/blog/threat-insight/dont-phish-let-me-down-fido-authentication-downgrade
https://www.proofpoint.com/us/blog/threat-insight/dont-phish-let-me-down-fido-authentication-downgrade
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• Entra ID natively supports various Authentication Methods for user accounts.

• But only some meet state of the art capabilities, such as defined by NIST AAL 3, making them phishing resistant.

• Microsoft Authenticator & 
Authenticator Lite

• Windows Hello for Business

• Passkeys (Security Keys & 
Authenticator)

• QR code

• Certificate-based authentication 

• Temporary Access Pass (TAP)

• OATH hardware token

• OATH software token

• SMS

• Voice call

• Microsoft Authenticator & 
Authenticator Lite

• Windows Hello for Business

• Passkeys (Security Keys & 
Authenticator)

• QR code

• Certificate-based authentication 

• Temporary Access Pass (TAP)

• OATH hardware token

• OATH software token

• SMS

• Voice call
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Enforcing Strong 
MFA for Sign-In

Bootstrapping 
Strong MFA
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• Missing ID Protection Policies
• Identity protection risk analysis workbook - Microsoft Entra ID | Microsoft Learn
• Microsoft Entra ID Protection risk-based access policies - Microsoft Entra ID Protection | Microsoft Learn

• Legacy MFA Trusted Location
• How to migrate to the Authentication methods policy - Microsoft Entra ID | Microsoft Learn

• Configure Microsoft Entra multifactor authentication - Microsoft Entra ID | Microsoft Learn

• Unsecured MFA Registration
• Control security information registration with Conditional Access - Microsoft Entra ID | Microsoft Learn

• Weak MFA allowed
• Manage authentication methods - Microsoft Entra ID | Microsoft Learn

• How to migrate to the Authentication methods policy - Microsoft Entra ID | Microsoft Learn
• nathanmcnulty/Entra/operational-groups at main · nathanmcnulty/nathanmcnulty

• Strong MFA not enforced
• Overview of Microsoft Entra authentication strength - Microsoft Entra ID | Microsoft Learn

• Overview of how Microsoft Entra authentication strength works in a Conditional Access policy - Microsoft Entra ID | 
Microsoft Learn

https://learn.microsoft.com/en-us/entra/identity/monitoring-health/workbook-risk-analysis
https://learn.microsoft.com/en-us/entra/identity/monitoring-health/workbook-risk-analysis
https://learn.microsoft.com/en-us/entra/identity/monitoring-health/workbook-risk-analysis
https://learn.microsoft.com/en-us/entra/identity/monitoring-health/workbook-risk-analysis
https://learn.microsoft.com/en-us/entra/identity/monitoring-health/workbook-risk-analysis
https://learn.microsoft.com/en-us/entra/identity/monitoring-health/workbook-risk-analysis
https://learn.microsoft.com/en-us/entra/identity/monitoring-health/workbook-risk-analysis
https://learn.microsoft.com/en-us/entra/identity/monitoring-health/workbook-risk-analysis
https://learn.microsoft.com/en-us/entra/identity/monitoring-health/workbook-risk-analysis
https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-policies#migrate-id-protection-risk-policies-to-conditional-access
https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-policies#migrate-id-protection-risk-policies-to-conditional-access
https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-policies#migrate-id-protection-risk-policies-to-conditional-access
https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-policies#migrate-id-protection-risk-policies-to-conditional-access
https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-policies#migrate-id-protection-risk-policies-to-conditional-access
https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-policies#migrate-id-protection-risk-policies-to-conditional-access
https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-policies#migrate-id-protection-risk-policies-to-conditional-access
https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-policies#migrate-id-protection-risk-policies-to-conditional-access
https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-policies#migrate-id-protection-risk-policies-to-conditional-access
https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-policies#migrate-id-protection-risk-policies-to-conditional-access
https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-policies#migrate-id-protection-risk-policies-to-conditional-access
https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-policies#migrate-id-protection-risk-policies-to-conditional-access
https://learn.microsoft.com/en-us/entra/id-protection/concept-identity-protection-policies#migrate-id-protection-risk-policies-to-conditional-access
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-methods-manage
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-methods-manage
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-methods-manage
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-methods-manage
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-mfa-mfasettings#trusted-ips
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-mfa-mfasettings#trusted-ips
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-mfa-mfasettings#trusted-ips
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-mfa-mfasettings#trusted-ips
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-mfa-mfasettings#trusted-ips
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-mfa-mfasettings#trusted-ips
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-mfa-mfasettings#trusted-ips
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-mfa-mfasettings#trusted-ips
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-security-info-registration
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-security-info-registration
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-security-info-registration
https://learn.microsoft.com/en-us/entra/identity/conditional-access/policy-all-users-security-info-registration
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-methods-manage
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-methods-manage
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-methods-manage
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-methods-manage
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-methods-manage
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-methods-manage
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-methods-manage
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-methods-manage
https://learn.microsoft.com/en-us/entra/identity/authentication/how-to-authentication-methods-manage
https://github.com/nathanmcnulty/nathanmcnulty/tree/main/Entra/operational-groups
https://github.com/nathanmcnulty/nathanmcnulty/tree/main/Entra/operational-groups
https://github.com/nathanmcnulty/nathanmcnulty/tree/main/Entra/operational-groups
https://github.com/nathanmcnulty/nathanmcnulty/tree/main/Entra/operational-groups
https://github.com/nathanmcnulty/nathanmcnulty/tree/main/Entra/operational-groups
https://github.com/nathanmcnulty/nathanmcnulty/tree/main/Entra/operational-groups
https://github.com/nathanmcnulty/nathanmcnulty/tree/main/Entra/operational-groups
https://github.com/nathanmcnulty/nathanmcnulty/tree/main/Entra/operational-groups
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-strengths
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-strengths
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-strengths
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-strengths
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-strength-how-it-works
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-strength-how-it-works
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-strength-how-it-works
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-strength-how-it-works
https://learn.microsoft.com/en-us/entra/identity/authentication/concept-authentication-strength-how-it-works


www.wpninjas.eu
#WPNinjaS

Unsecured External User Access

Misconfiguration Real-world-environment-distribution

Active GDAP / DAP access 5 out of 10 tenants have GDAP or DAP access 
configured. 
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Customers often delegate admin rights to service 
providers, granting them full control over their 
tenants just like internal admins, if a service 
provider is compromised, attackers can pivot into 
multiple customer tenants that trust the provider.

Delegated Admin Privileges (DAP)

• Grants full, persistent Global Admin access to 
customer tenants

• No scoping or time limits

Granular delegated admin privileges (GDAP)

• Enables role-based, time-bound access to 
specific workloads (e.g., Exchange, Intune).

• Ability to assign roles on a specific scope

NOBELIUM targeting delegated administrative privileges to facilitate broader attacks | Microsoft Security Blog

https://www.microsoft.com/en-us/security/blog/2021/10/25/nobelium-targeting-delegated-administrative-privileges-to-facilitate-broader-attacks/
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Verify existing GDAP / DAP configuration and assigned roles via M365 Admin Center or PIM
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Unsecured External User Access

Misconfiguration Real-world-environment-distribution

Active GDAP / DAP access 4 out of 10 tenants have GDAP or DAP access 
configured. 

Guest user access not 
secured

8 out of 10 tenants have not secured their guest 
account access.
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Protect Guest user access and invitation restrictions 

• Guest user access is restricted to properties and 
memberships of their own directory objects (most 
restrictive
• With this setting, guests can access only their own 

profiles. Guests aren't allowed to see other users' 
profiles, groups, or group memberships

• Only users assigned to specific admin roles can invite 
guest users
• To allow only those users with User Administrator 

or Guest Inviter roles to invite guests, select this 
radio button.

• Historical Guest Users and Orgs
• Only allowlisted orgs
• Block outbound to new orgs
• Only allow inbound from selected orgs
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Cross-tenant access settings for guest user

Inbound AccessOutbound access

Trust Settings (MFA, Device State)

Home Tenant
huskycorp.onmicrosoft.com

Member

Resource Tenant
contoso.onmicrosoft.com

Guest
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• Configure Cross-Tenant access settings

• Configure Trust Settings for specific 
organizations 

• Protect Guest Users Sign-Ins via Conditional 
Access
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• GDAP / DAP
• Microsoft-Led Transition From DAP to GDAP - Partner Center | Microsoft Learn

• GDAP frequently asked questions - Partner Center | Microsoft Learn

• Guest user access not secured
• Authentication and Conditional Access for B2B users | Azure Docs

• Require MFA for guest users with Conditional Access - Microsoft Entra ID | Microsoft Learn

• B2B guest user properties - Microsoft Entra External ID | Microsoft Learn

• Restrict guest user access permissions - Microsoft Entra ID | Microsoft Learn 
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Incomplete XDR Deployments

Misconfiguration Real-world-environment-distribution

Missing Defender for 
Identity Coverage

9 out of 10 have either not all services 
onboarded to MDI or have active health issues
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Missing Defender for Identity coverage can be through:

• MDI sensor is not installed on all supported roles

• Domain Controller, Active Directory Certifies Services, Entra Connect Sync

• Health issues

• The MDI sensor cannot start the service

• Not all relevant events are generated and cannot be picked up by the MDI

In both cases, it is possible that not all relevant data will be 
received by MDI and will therefore not be analysed. 
This means that:
• Response actions are unavailable or only partially available.
• Not all MDI alerts can be triggered (based on missing data)
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Health issues via E-Mail

• Set up a health issue notification via E-Mail 
to be notified as soon as a new health issue 
appears

Health issues via API-Call

• Query Graph-API to request Health Issues
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MDI sensor is not installed on servers

• Review Recommendation in Exposure Management
• Install Defender for Identity Sensor on all Domain Controllers

• Install Defender for Identity Sensor on ADCS servers

• Install Defender for Identity Sensor on Entra Connect servers
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Incomplete XDR Deployments

Misconfiguration Real-world-environment-distribution

Missing Defender for 
Identity Coverage

9 out of 10 have either not all services 
onboarded to MDI or have active health issues

Missing MDE 
configuration or missing 
MDE coverage

7 out of 10 have either missing MDE 
configuration or missing MDE coverage
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?
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What means incomplete in the area of MDE?

• Each incomplete configuration means that the Defender for Endpoint cannot protect the endpoints.

• These misconfigurations are exactly what an attacker will exploit. 

MDE  – Tamper Protection

MDE Coverage (Platforms)

Outdated Sense Binaries

MDE communication blocked

MDE features not enabled
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Check that Tamper Protection is 
tenant wide enabled

Check MDE Coverage
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Incomplete XDR Deployments

Misconfiguration Real-world-environment-distribution

Missing Defender for 
Identity Coverage

8 out of 10 tenants have either not all services 
onboarded to MDI or have active health issues

Missing MDE 
configuration

5 out of 10 tenants have either missing MDE 
configuration

Attack Disruption 
prerequisites not in place

8 out 10 tenants have not all Attack disruption 
prerequisites not in place
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How does a complete XDR deployment help us?

MDI

MDO

XDR

MDA

ID 
Protection

MDE

Defender XDR Automatic Attack Disruption

99.9% ConfidenceDefender XDR 
Attack Disruption
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Incomplete XDR Deployments 

Attack Disruption Prerequisites

• Defender for Endpoint
• Device discovery settings must be activated to "Standard Discovery" at a minimum

• The Minimum Sense Agent version required for the Contain User action to work is v10.8470

• Remediation Level must be set to 'Semi  Approval required for non-temporary folders’ at a minimum (Full - remediate threats 
automatically is recommended)

• Defender for Identity
• The Defender for Identity sensor needs to be deployed on the domain controller where the Active Directory account is to be turned 

off. In case of a dedicated action account, Defender for Identity needs to have the required permissions to disable the user account.

• If you have automation in place to activate or block a user, check if the automation can interfere with disruption.

• Microsoft Defender for Cloud Apps 
• Microsoft Defender for Cloud Apps must be connected to Microsoft Office 365 through the connector.

• App Governance must be turned on.

• Microsoft Defender for Office 365
• Mailboxes are required to be hosted in Exchange Online.

• Mailbox audit logging needs to audit at least: MailItemsAccessed, UpdateInboxRules, MoveToDeletedItems, SoftDelete, HardDelete

• Safelinks policy needs to be present
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• Review Remediation Level 

• Review Exclusions Identities and IP’s 

• Review Microsoft Defender for Cloud Apps  
Microsoft Office 365 connector

• Review App Governance enablement
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• Missing Defender for Identity Coverage
• Microsoft Defender for Identity health issues - Microsoft Defender for Identity | Microsoft Learn

• Introducing the new Defender for Identity Health Alert API | Microsoft Community Hub

• Missing MDE configuration
• Protect security settings with tamper protection - Microsoft Defender for Endpoint | Microsoft Learn

• Manage tamper protection for your organization using Microsoft Defender XDR - Microsoft Defender for
Endpoint | Microsoft Learn

• Configure your network environment to ensure connectivity with Defender for Endpoint service - Microsoft 
Defender for Endpoint | Microsoft Learn

• Attack Disruption prerequisites not in place
• Configure automatic attack disruption in Microsoft Defender XDR - Microsoft Defender XDR | Microsoft Learn

https://learn.microsoft.com/en-us/defender-for-identity/health-alerts
https://learn.microsoft.com/en-us/defender-for-identity/health-alerts
https://learn.microsoft.com/en-us/defender-for-identity/health-alerts
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https://learn.microsoft.com/en-us/defender-for-identity/health-alerts
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https://learn.microsoft.com/en-us/defender-for-identity/health-alerts
https://techcommunity.microsoft.com/blog/microsoftthreatprotectionblog/introducing-the-new-defender-for-identity-health-alert-api/4115756
https://techcommunity.microsoft.com/blog/microsoftthreatprotectionblog/introducing-the-new-defender-for-identity-health-alert-api/4115756
https://learn.microsoft.com/en-us/defender-endpoint/prevent-changes-to-security-settings-with-tamper-protection
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https://learn.microsoft.com/en-us/defender-endpoint/manage-tamper-protection-microsoft-365-defender
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https://learn.microsoft.com/en-us/defender-endpoint/manage-tamper-protection-microsoft-365-defender
https://learn.microsoft.com/en-us/defender-endpoint/manage-tamper-protection-microsoft-365-defender
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https://learn.microsoft.com/en-us/defender-endpoint/manage-tamper-protection-microsoft-365-defender
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https://learn.microsoft.com/en-us/defender-endpoint/configure-environment
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https://learn.microsoft.com/en-us/defender-xdr/configure-attack-disruption
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Closing
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Misconfiguration Exploitation Mitigation

Missing ID Protection 
Policies

• Without Identity Protection, sign-ins from risky 
locations, with anonymous IP addresses or 
using compromised credentials are not 
automatically blocked or challenged.

• Deploy Sign-In Risk and User-Risk Policy via 
Conditional Access to protect users.

Legacy MFA Trusted 
Location

• All sign-ins from these addresses are excluded 
from MFA.

• Most customers have excluded IP ranges, e.g. 
/24 ranges because a few users are not able to 
do MFA

• This means that password spray attacks are 
possible from these IP addresses.

• Use exclusion with caution and only for a limited set 
of users.

• Migrate exclusion to named locations.

Unsecured MFA 
Registration

• With no additional security for an MFA 
registration an attacker has an easy way to 
remove existing MFA method and registers 
own MFA method. 

• The attacker has then persistent access, even 
e.g. if the password is changed (e.g. with SSPR 
enabled)

• Deploy a CA policy that targets the register security
information user action.

• Consider a MFA registration and sign-in process that 
supports this protection for all relevant use cases 
(new hires, external users, corporate users).

Insufficient protection for identities 1/2
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Misconfiguration Exploitation Mitigation

Weak MFA allowed Weak MFA options are not phishing resistant and 
are suptible to multiple attacks such as sim-
swapping, spoofing and malware on 
authenticators.

Fadeout weak authentication methods via authentication 
methods policy.

Strong MFA not enforced Adversaries have a simple option to perform MFA 
downgrade attacks, by overriding or spoofing a 
user-agent which does not support current 
webauthn and CTAP protocols, used by passkeys.

Either disable weak authentication methods via policy 
and/or enforce authentication strengths via Conditional 
Access.

Insufficient protection for identities 2/2
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Misconfiguration Exploitation Mitigation

Active GDAP / DAP access • If the CSP tenant is compromised, the attacker 
will also have direct access to all customer 
tenants within the CSP who have the 
appropriate permissions

• When a DAP / GDAP relationship is 
established, the customer tenant sees only the 
CSP organization as having delegated access.

• However, the customer does not see which 
individual users from the CSP tenant are 
accessing their environment or when a user 
was added to access the customer tenant

• Mange external accounts by ourselves
• Invite Guest-Accounts (consider Conditional 

Access and Cross-tenant access settings)
• Create dedicated administrative Accounts for 

the partner.
• Assign roles PIM to enforce the principle of 

Zero-Trust

Guest user access not 
secured

• If guest user access is not secured, it can lead 
to either no additional security being enforced, 
or that to much is trusted for external 
organizations (e.g. Compliant Device)

• Guest users also need protection, not just 
internal users. We have security measures in 
place for guest users that are not under our 
control, such as managed devices.

• Enforce Conditional Access for Guest Users 
• Review Guest User Restrictions
• Review Cross-Tenant Settings and Trust Settings for 

MFA and Compliant devices

Unsecured External User Access
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Misconfiguration Exploitation Mitigation

Missing Defender for 
Identity Coverage

• Gaps in coverage or unhealthy XDR workloads 
can impair the capabilities of defenders in 
terms of telemetry and response.

• Meanwhile, attackers can exploit various 
tactics and techniques while going undetected 
or only being partially detected.

• Resolve health issues and review recommendations 
within exposure management.

• Adopt new sensors and capabilities in your 
environment.

Missing MDE 
configuration

Attack Disruption 
prerequisites not in place

• Microsoft Defender XDR includes powerful, 
automated attack disruption capabilities to 
protect your environment from sophisticated, 
high-impact attacks.

• However, if not all prerequisites are in place 
for each product, automatic attack disruption 
cannot remediate the attack automatically.

• Attackers can exploit this lack of automated 
remediation. 

• Ensure prerequisites for Automatic Attack Disruption 
are in place

Incomplete XDR Deployments
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Missing ID 
Protection 

Policies

Legacy MFA 
Trusted Location

Unsecured MFA 
Registration

Weak MFA 
allowed

Strong MFA not 
enforced

Active GDAP / 
DAP access

Guest user access 
not secured

Missing Defender 
for Identity 
Coverage

Missing MDE 
configuration

Attack Disruption 
prerequisites not 

in place
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#WPNinjaSWhat we didn’t talk about

Protection 
for Identities

External User 
Access

XDR 
Deployment

AiTM Phishing

E-Mail Security

Overprivileged Apps

Lateral Movement Paths

Secret Exposure

Data Security

PIM and PAM
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Platinum Sponsors

Gold Sponsors

Silver Sponsors

Diamond Sponsor

Thank you Sponsors
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We love Feedback
https://wpninjas25.sched.com/

Okay Session! Not so okay Session!Great Session!
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Thank You
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